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B.Sc. Cyber Security ,Semester-2™
FUNDAMENTALS OF CYBER SECURITY
Subject Code: UGCA 1971
M.Code : 91716
Date of Examination: 20-12-2025
Time: 3 Hrs. Max. Marks:60

INSTRUCTIONS TO CANDIDATES:

1. SECTION-A is COMPULSORY consisting of TEN questions carrying TWO marks

each.

2. SECTION-B consists of SIX questions, carrying TEN marks each and students have

to attempt any FOUR questions.

5; Discuss the security measures associated with debit CO3 L-6
and credit cards, including EMV chips, PINs, and

OTPs.

6. Explain the firewall and its different types. How does CO4 L-5
it work to protect a network from unauthorized access?

T Elaborate the terms hackers, attackers, and ethical CO4 L-6

hackers. Discuss the common methods used by
attackers and the countermeasures that organizations
can implement to defend against cyber attacks.

Q. No. Question Course Bloom’s
Qutcome Level
SECTION-A
1. Answer briefly:
a. What is encryption? CO1 L-1
b. Define ethical hacking. CO1 L-1
c. Hlustrate real-time scanning. CO2 L-2
d. Summarize social media privacy. CO2 L-2
e. List any two guidelines for creating a secure password. C0O2 L-1
f. Recall online banking security. CO3 L-1
2. Outline Malware. CO3 L-2
h. Classity the function of a firewall in network security. C0O4 L-2
i. Decfing the main objective of the T Act 2000 in India. CO4 L-1
j. Explain web security. COo4 L-2
SECTION-B
2. Identify the guidelines for setting up a secure COl L-3
password. Also describe a two-step password
authentication scheme.
3. Analyze how the rise of the Internet has led to an COl L-4
increase in cybercrime by explaining the history of the
internet.
4. Explain the role of smartphones in modern society and CcO2 L-5
discuss the various sccurity threats that smartphones
face. What are the general guidelines for sccuring a
smartphone against these threats?
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NOTE: Disclosure of Identity by writing Mobile No. or Making of passing request on any
page of Answer Sheet will lead to UMC against the student.
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B.Sc. CS, Semester-2"¢
OPERATING SYSTEM
Subject Code: UGCA-1923
M. Code: 91715
Date of Examination: 15-12-2025

Time: 3 Hrs.

INSTRUCTIONS TO CANDIDATES:
SECTION-A is COMPULSORY consisting of TEN questions carrying TWO marks each.
SECTION-B consists of SIX questions, each carrying TEN marks each and student has to
attempt any FOUR questions.

Total No. of Pages: 02

Max. Marks: 60

Q. No. Question Course Bloom’s
Outcome Level
SECTION-A

b Answer briefly:

a. List any two major functions of an operating system. CO1 L

b. Compare single-user and multi-user operating systems with CO1 L2
one example each. ,

C. What is the file management system? List various attributes €02 L
of a file.

d. [llustrate the difference between a program and a process. CO2 L2

e Define the term kernel and shell. CO3 L1

f. Interpret any two functions of device drivers. CO3 L2

g. Name any two file access methods. CO4 L1

h. Demonstrate how directory structures help manage files. CO4 L2

1. State any two characteristics of Distributed operating COs L1
System.

i Contrast single-processor and multiprocessor scheduling. COs5 L2

SECTION-B

& Identify in detail the various functions of an operating system COl1 L3
with suitable examples.

3. Examine the term directory structure. Also list different types CO2 L4
of directory structures.

4. Explain the advantages of using virtual memory in Co3 L5
multitasking systems.

3. Make a use of virtual memory in detail and discuss various CO4 L3
page replacement algorithms (FIFO, LRU) with examples.

6. Differentiate the following operating system concepts by COs L4

breaking down their key properties, functionalities, and areas
of application:

a) Real-Time Operating Systems (RTOS)

b) Disk Storage Management Systems

¢) Distributed Operating Systems

d) Multiprocessor Operating Systems.
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% Assess the strengths and weaknesses of multiprogramming CO1 L5
operating systems.

NOTE: Disclosure of Identity by writing Mobile No. or Making of passing request on any
page of Answer Sheet will lead to UMC against the student.
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B.Sc CS, Semester-2nd
OBJECT ORIENTED PROGRAMMING USING C++
Subject Code: UGCA1909
M.Code: 91717
Date of Examination: 23-12-2025 -
Time: 3 Hrs. Max. Marks: 60
INSTRUCTIONS TO CANDIDATES:

I. SECTION-A is COMPULSORY consisting of TEN questions carrying TWO marks

each.
2. SECTION-B consists of SIX questions, each carrying TEN marks each and student has
to attempt any FOUR questions.

Q. Question Course | Bloom’s
No. Outcome Level
SECTION-A

1. | Answer briefly:

a. [lustrate the different data types in C+-+, CO2 L2

b. Define message passing. CO1 L1

¢, Write any two rules for naming variables. COl L1

d. Compare public and private access specifiers. CO3 L2

A Summarize the concept of function overloading. CO4 Lol

f. Outline the concept of friend function with example. CO3 L2

g | Compare ostream and istream class. COS5 L2

h. Define file handling in C++. COS5 L1

i What is polymorphism? CO4 L1

] List uses of constructor & destructor. o2 L1

SECTION-B

i3 Explain various statements in C++ and write a program to | COl L5
check the number is prime or not using different statements.

£ 3 Identify the components and structure of C++ program. CO1 L3

4. Distinguish different type of constructor and write a program CO2 L4
using class and constructors to add two complex numbers.

= Examine how the different types of inheritance are CO3 L4
implemented in C++ using program.

6. Make use of file operations like open, close, read and write | CO3 L3

| function in C++.

7. Interpret the concept of operator overloading with suitable | CO3 L3

examples.

Note: Disclosure of Identify by writing mobile no. or making of passing request on any page
of answer sheet will lead to UMC against the students
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